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Abstract 

The drive to optimize every aspect of test, measurement, and production line equipment is not new.  Standalone 

instruments, such as oscilloscopes and current probes, and production 

line equipment are now being replaced with comprehensive connected 

monitoring systems that are networked and connected to IT-style 

backends to improve operator efficiency and manage quality. We are still 

at the beginning of these changes; the need to create increased 

throughput at a lower cost with improved reliability is an incredible 

challenge, demanding truly transformative technology ingredients 

integrated into a complex connected system. In this white paper, geared 

toward engineering managers and design engineers building products for 

test, measurement, and production line equipment, we will explore major challenges and the transformative 

technologies addressing focus areas such as operator enhancing interfaces, cloud and mesh connected devices, 

and enhanced controls such as e-AI (embedded Artificial Intelligence). 

Challenges Facing the Test, Measurement, and Production Line Equipment 
Industries  

The test, measurement and production line equipment industries are currently undergoing a radical 

transformation. As wages rise, fewer operators are being used, causing more machines to now be operated 

simultaneously, resulting in the need for more automation and control. This is pushing businesses to reevaluate 

not just the products that they are offering their customers, but also the technologies behind these products and 

services. There are two primary challenges that the industries are currently facing: 

• Safety and liability  

• Increased throughput at a lower cost 
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Let’s briefly examine each of these challenges. Later in this paper, we will tie specific technologies to solutions 

that can be leveraged to address them.  

 

First, equipment manufacturers need to make sure that their equipment is safe to prevent operators from getting 

injured, as well as ensure their business liabilities are minimized. A modern piece of equipment could include a 

graphics-rich HMI that delivers training videos and manuals right on the machine, even guiding operators through 

how to use the machine safely. Safety can even be improved using sensors to detect maintenance issues or 

problems with the device that could result in harm to the user before that point is ever reached.  

 

Second, it’s critical to a business that their machines and processes maximize their throughput and efficiency. 

This can include keeping the machine operating at peak efficiency to maximize output or product life and the 

quality of those products. An area that is often overlooked is the time that a machine spends in a down state. The 

ability to perform preventative maintenance can be a huge asset in maximizing efficiency. If a company can 

detect that their equipment is going to need maintenance, they can schedule it before the machine fails and is 

forced offline – often at the worst possible time.  

 

These two challenges are shaping the way that test, measurement, and production line equipment will be built. In 

the following section, we will discuss three transformative technologies that address these two challenges.  

Three Transformative Technologies 

Businesses can leverage three transformative technologies to address those building automation and control 

service challenges that can significantly affect their business outcomes. These transformative technologies 

include: 

• Human Machine Interfaces (HMI) 

• Communications 

• Controls 

Human Machine Interfaces (HMI) 

Human machine interfaces in embedded systems have traditionally been very basic. Many industrial products 

such as control panels use a simple 2x16 character display, LEDs, and a few buttons for human interaction. In 

the age of connected devices and the prevalence of smart phones with high resolution images and videos, many 

users expect improved human machine interfaces to more efficiently interact with devices. As soon as a system 

has a graphic/touch display on it, it can dramatically transform what can be done with the product. For example, 

add a graphic/touch display to a piece of production line equipment and suddenly the equipment is not just easier 

to interact with, but could also include employee lockouts if they have not yet been certified on that equipment. 

Training videos and the manual could even be on the device, allowing the user to easily access important and 

useful information right on the equipment. The HMI suddenly takes on a life of its own and can dramatically 

increase product value along with safety and security. 

 

The HMI doesn’t just impact the operator who is working at the device, but can also impact remote access to the 

device. Adding a web server to the equipment that serves up a webpage for remotely accessing the device can 

open additional use cases for operating and monitoring the equipment, as well as remotely diagnosing if the 

machine is having issues. Remote access also allows the firmware to be upgraded on the device without having 

to go through any special operations or use any special tools to access data buses or the equipment directly.  

 

The result of adding a modern HMI to the equipment will improve safety and liability, boost operational efficiency, 

and enable remote management. 
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Communications 

Adding communication interfaces to test, measurement, and production line equipment can radically transform 
how and what can be done with the product. Imagine adding Wi-Fi to an oscilloscope or industrial glue gun. 
Suddenly, that connectivity adds a plethora of capabilities and ways that the product can be used for: 

• Collecting run-time and performance data 

• Performing predictive maintenance analytics  

• Adapting to user consumption and interactions to minimize waste 

• Managing device wear and tear to maximize lifetime 

• Over-the-air firmware upgrades for maintenance, security, and features enhancements 

These are just a few examples of the nearly endless possibilities for how a company can use communication 
interfaces to not only provide new capabilities to their clients, but to also revolutionize the way that their business 
model works. 
 
In the test, measurement, and production line equipment industries, we can examine communication needs in 
three main categories:  

• Cloud 

• In-premise 

• Inter-Device 

From a cloud perspective, we have technologies such as 4G NB-IoT / Cat-M1, which can be used to avoid in-
premise connectivity and security concerns. These technologies bypass any local communications network and 
use the low-cost IoT portion of the well-proven cellular LTE network. There is also the option to use Ethernet or 
Wi-Fi, provided it can be securely integrated into in-premise architectures. These networks can allow 
manufacturers to remotely access their equipment to diagnose issues, review performance, or even provide 
firmware upgrades.  
 
In-premise communication technologies such as Ethernet and Wi-Fi can be used for ticket / POS integration; 
however, these are not the only technologies available. Two very interesting technologies in this area include 
Bluetooth® 5 and 802.15.4 Thread Mesh. Mesh networking could be used to connect multiple devices through-
out a production line or test environment so that they can all communicate with each other. There are times when 
one would want one machine to talk to another, such as when sequencing machinery or devices. This 
connectivity can also minimize uplink complexity to the Cloud – only one device needs to be the gateway since it 
can aggregate all the other connected-devices’ traffic. 
 
Inter-Device communications could use Ethernet or USB where high bandwidth is needed for fast media 
deployment, but it’s important to realize that these solutions can be expensive to add to a design. An alternative 
for low-bandwidth and cost-constrained applications is to use RS-485 or CAN-wired technology. While it might 
take longer for media, content, and firmware to be forwarded from the edge gateway to the various subsystems 
(i.e., via a nightly update cycle), the cost benefits of CAN and RS-485 are significant when multiplied by all the 
different endpoints in a device. 
 
The result of adding communication interfaces to building automation and control are fewer proprietary networks, 
more use of TCP/IP, increased security, lower costs, and better integration.  

Controls 

A critical component in every embedded system is how it controls and interacts with its environment. When we 
hear the word “controls,” we often imagine old-school, big, failure-prone mechanical/mechatronic input sensors 
and output controls/actuators, but digital sensors, digital controls, solid state relays, optical switches, and much 
more are revolutionizing the way electronics are interacting with the outside world. They’re smaller, less 
expensive, and increasingly “instrumented,” meaning they don’t just perform their assigned input/output function, 
but have data and statistics (blown LED, stuck switch, overcurrent relay, etc.) built in for preventative 
maintenance and systems operational efficiency. Control applications can now use these inexpensive and 
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instrumented sensors and leverage their connections through communications and HMIs to provide ways to 
interact with the environment that were not available previously. 
 
Behind control technology is the dramatic increase in processing power, miniaturization of sensors, and even 
artificial intelligence. Together, these three are allowing businesses to put in place the sensors and 
communication scaffolding that allow for predictive maintenance. Diagnostics is an area where lots of innovation 
is currently ongoing. It used to be that OEM design teams would search for the cheapest parts they could get, but 
now they are considering instrumentation of equipment to detect faults and issues before they occur to decrease 
downstream costs and increase uptime. For example, a machine could indicate that a relay has gone bad. This is 
acceptable; however, an indication such as this results in down time while the machine is being serviced. On the 
other hand, if we can detect that the relay is showing signs of failure through increased current draw or additional 
mechanical jitter on the contact, we can proactively schedule replacement in a way that minimally impacts 
customers. 
 
There are many other useful applications for more sophisticated IO in equipment. For example, silicon-based 
sensors could be used to track assets throughout a production line or detect if there are any defects on the 
product. The system can also be monitored from multiple levels, starting at the board level and working up to 
entire systems that are coordinating their behavior. There can be tamper notifications, material authentication, 
and asset tracking. The use of these advanced controls can optimize throughput and improve energy usage, 
redundancy, automation, and uptime with predictive failure analysis.  
 
The only question now is how do we implement these technologies? 

 
Three Levels of Technology Integration  
 
There are three different levels of technology integration businesses can use to achieve their desired outcomes 
through transformative technologies. It’s important to realize that there is not a ‘one size fits all’ solution -- your 
specific path will depend on the end application, business resources, and desired degree of customization. These 
three levels of integration are: 

• Modules: Serious Integrated 

• Silicon and tools: Renesas RZ MPUs 

• Silicon and software: Renesas Synergy™ Platform MCUs 

We will now examine each of these and explore their advantages and drawbacks.  

Modules: Serious Integrated 

Complete turn-key modules have the highest level of integration and can combine all three technologies into a 
solution with a minimal amount of engineering. The benefits to using an off-the-shelf intelligent module include: 

• Scalable with one-system architecture 

• Fully integrated out-of-the-box hardware, software, and tools, pre-ported/pre-licensed 

• Fastest time to market, lowest cost of development, and sustainability 

Example HMI modules include the Serious Integrated HMI Modules (SIMs) from Serious Integrated. These 
modules are designed to act as an intelligent, self-contained HMI peripheral with a single scalable architecture. 
Leading-edge HMI capability and extremely fast time to market with minimal coding and sustaining engineering 
makes system integration far easier than any other silicon type solution. UL197 and UL60950 options are 
specifically available for food service environments where LCD breakage is a concern. All drivers, software, 
BSPs, and firmware are built in, and the (free!) professional GUI tool, SHIPTide, makes GUI development fast 
and easy to maintain.  
 
In a low-level design, design teams must build up and maintain an entire software/firmware infrastructure 
themselves. Adopting Linux, for example, implies a sustaining engineering burden of up to 20 million lines of 
community-only supported code with a myriad of tricky license agreements. Leveraging a full module solution 
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means there is no driver design, no low-level code, and only a high-level graphic design using SHIPTide. 
SHIPTide can produce a fully functional HMI with graphics and fonts in typically 1,000 lines of code or less. A 
typical C solution requires tens of thousands of lines of code. That’s 10 to 100 times less code in magnitude, 
meaning much less debugging and testing, which dramatically saves time and cost.  
 

 

Figure 1 – A breakdown of the Serious Integrated HMI module (SIM)  

 
A scalable, off-the-shelf HMI platform will have numerous features, which can be seen in Figure 1. These 
features include: 

• A scalable 3.5” to 10.1” LCD architecture 

• Capacitive, resistive, and no-touch options with indoor or outdoor LCDs 

• RS-422/485, UART, and USB device interfaces 

• USB host/microSD card for upgrades, file transfer, and diagnostics 

• I2S interface for audio output 

• Connections via micro USB, industrial connector, 16-pin harness or 30-pin header 

• 10.8-35 VDC powered, -40C to 85C operating temperature 

Different modules will also have different capabilities based on the need for the end application. For example, 
businesses looking for a cost-effective modern HMI might use the SIMx52 Series powered by a Renesas RZ/A1L 
400 MHz Arm® Cortex®-A9 Microprocessor (MPU) with 128 MB SPI NAND and 16 MB+ SDRAM. Businesses 
who want a performance HMI with the ability to create video playback would use the SIMx62 powered by a 
Renesas RZ/G1E dual-core 1 GHz Arm Cortex-A7 MPU with 128 MB DDR3 and 4 GB eMMC.  
 
For communications and control, there are also plenty of modules that fit the bill for the test, measurement and 
production line equipment industries. An all-in-one module that we are going to look at is the Serious Integrated 
SCM318 comms/control module that can be seen in Figure 2.  
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Figure 2 – SCM318 Comms/Control Module 

 
The SCM318 is an all-in-one comms, control hub, and edge gateway, providing broad and secure connectivity to 
WAN, PAN, M2M, and intra-chassis networks. The module is based on a powerful Renesas RZ/A1L MPU with 
400 MHz Arm Cortex-A9 processor. The module can be used with or without an HMI and is “app ready” with pre-
licensed SHIPWare software frameworks and a comprehensive Segger Suite. SHIPWare contains everything a 
developer needs to develop their full product quickly and easily and customize as they see fit. The software that 
comes with the module and its capabilities include:  

• SHIPWare: Frameworks, Drivers, Protocols, OS, Stacks, BSP, and more 

• Frameworks: Messaging, Serial Stream, Bootloader, Upgrader 

• Drivers: I2C, SPI, UART, Wi-Fi, Storage, USB host/device, Ethernet, etc. 

• SHIPBridge protocol for Serious HMI module integration 

• Segger Commercial OS and Stack Suite (TCP/IP, USB, File System, Crypto) 

• Pre-licensed, pre-ported, fully supported binaries  

• Source upgrades available 

• Dev kit comes with Segger Embedded Studio industrial-grade C IDE 

When considering a product design using modules, it’s easy to imagine a design where modules are used to 
dramatically accelerate development time. Figure 4 shows how using Serious Integrated modules can be applied 
to different areas within test, measurement, and production line equipment. On the left, there is a SIM552 with a 
7” display that can be used for device operator control along with a SIM862 10.1” display that can be used on 
high-end equipment that includes training and certification functionality. An SCM318 comms/control module 
contains control I/O, as well as the edge gateway with cloud connectivity via Wi-Fi, Ethernet, or Bluetooth 5 and 
mesh networks. The HMIs connect into the SCM318 via USB, RS-485, or RS-422. In the middle, there is the 
Serious SIMG62 with an 18.5” display that can be used for remotely monitoring equipment or for use as a control 
panel as well. On the right, there is a SCM318 Comms/Control module that can be used by building infrastructure 
to sense and control the environment, which can then relate to a SPM916 4G NB-IoT and LTE-M for monitoring 
and control, as well as for communication with local and wide area networks.  
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Figure 3 – Example modules and display panels that can be used in test, measurement, and production line equipment designs; design teams 
can leverage these transformative technologies to get a cost-effective and scalable solution to meet market demands quickly and cost 
effectively.  

 
Choosing the Right Renesas Processor for HMI 
 
Selecting the right microprocessor (MPU) or microcontroller (MCU) for the application is a good place to start. 
While there are many features to consider such as raw performance needs, embedded RAM and flash sizes, and 
peripherals, the best starting point is to determine the display resolution required. The chart in Figure 5 compares 
processors by MCU and MPU family. 
 

 

Figure 4 – Selecting the Device by Display Resolution 
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For example, Serious uses the RZ/G1 MPU Series for higher performance 800x480 through 1080p graphics for 
some modules and RZ/A1L MPUs for smaller, less demanding, 320x240 through 800x480 GUI applications.  
In addition, Renesas also offers the RZ/N MPU for Communications and Controls, which provides real-time 
Ethernet connectivity via industrial fieldbuses like EtherCAT®, Sercos®, Profinet®, ETHERNET Powerlink®, and 
EtherNet/IP™.  The RZ/N can serve all your industrial Ethernet networks, as well as cloud and in-plant network 
infrastructure.   
 
While this paper will not discuss the RL78 Series, we will now dive deeper into the RZ and Renesas Synergy™ 
Families for those design teams that have the engineering resources to do their own hardware and software 
development.  

 
Silicon and Tools: RZ MPUs 
  
If a complete module-level solution cannot work for your design, the ultimate flexibility and cost control at the 
BOM level is still the traditional embedded systems approach of silicon on a custom PCB, with custom software 
incorporating vendor and third-party components and tools.  The big tradeoff between this path and the module 
path is the cost and time to develop and sustain the product. For test, measurement and production line 
equipment, businesses should be looking for silicon and tools that include: 

• High-performance and cost-effective 32-bit MPUs 

• Full integration for key HMI, communications, and control capabilities 

• Excellent tools and third-party software tools support 

Figure 6 shows the Renesas RZ Family of MPUs that are particularly well suited for test, measurement, and 
production line equipment. This is exactly why Serious Integrated used these parts as the foundation for 
developing their new generation of SIM and SCM modules. For example, the Serious SIMx62 Series, with high-
resolution HMI and video playback, is powered by the RZ/G1E dual core processor. The Serious SIMx52 Series, 
for cost-effective low-to-midrange resolutions, is powered by the RZ/A1L MPU. Lastly, the Serious SCM318 
communications module is powered by the RZ/A1L and RZ/A1LC MPUs. 
 
HMI, comms, and controls solutions on the RZ/A1 Series can be developed using an RTOS (FreeRTOS™, 
ThreadX®, Unison) or in bare metal. Development tools supported include Eclipse-based e² studio IDE, as well 
as commercial tools from IAR.  
 

 

Figure 5 – The RZ/G and RZ/A Series of MPUs provide high-performance and standard-performance graphics processing for modern test, 
measurement, and production line equipment.  
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For engineers who prefer to develop solutions using the powerful Open Source Linux Operating System, the 
Renesas RZ/G Series offers over 10 years of community support on the Linux kernel, since Renesas adopted 
the CIP Linux Kernel for the RZ/G family. This extended Linux kernel support is especially useful in the test, 
measurement, and production line equipment industries where products tend to have a long life and require Linux 
kernel and security support/patches over several years. 
 

 
 

 

Figure 6 – CIP Linux Kernel on the Renesas RZ/G MPUs is supported for over 10 years by the Linux Foundation 

 
 
Another key feature of Renesas Linux enablement: Renesas fully tests and delivers a Verified Linux Platform that 
includes CIP Linux kernel and middleware verified to run on Renesas RZ/G processors. This verification 
eliminates the arduous integration and testing effort involved with using open source software components on 
industrial grade equipment.  

 

Figure 7 – Renesas Verified Linux Package – offers full integration and testing of open source components  

https://www.cip-project.org/
https://www.renesas.com/us/en/products/rzg-linux-platform.html
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 Lastly, if you’re looking for a way to implement real-time industrial Ethernet fieldbuses like EtherCAT®, 
Sercos®, Profinet®, ETHERNET Powerlink®, and EtherNet/IP™ you’ll want to look at the RZ/N.  The RZ/N 
provides a gap between the IT and OT layers of the factory floor, featuring a 500Mhz Arm® Cortex®-A7 CPU to 
control operating systems such as Linux, VxWorks, and ThreadX.  In addition, there is also a Cortex®-M3 at 125 
MHz, which controls the advanced five-port switch running the industrial fieldbus protocols.  The overall idea of 
this MPU is that it integrates several different functional layers into a single chip, saving a customer board space, 
complexity, and costs when implementing industrial controls and communication devices.  There is no need to 
use two, or even three, different MCUs when our product integrates the application layer side and Ethernet 
communication side with several different peripherals. 

 

Silicon and Software: Renesas Synergy™ Platform MCUs 

The last, and perhaps newest, approach to technology integration is to leverage a microcontroller platform such 
as the Renesas Synergy™ Platform. Like the traditional silicon+tools approach, the OEM design team still needs 
to develop and validate their specific hardware platform incorporating the MCU and software. MCUs in the 
Renesas Synergy Platform are high-performance 32-bit Arm Cortex-M cores surrounded by outstanding 
peripherals well suited for a wide variety of food service applications from comms and control to HMI. 
 
Although, instead of assembling a mix of vendor and third-party software infrastructure and then developing the 
custom embedded application(s), each Synergy MCU comes with the Synergy Software Package (SSP) -- a 
complete, pre-licensed, and tested suite of commercial embedded OS, stacks, and infrastructure. This suite 
includes Express Logic’s commercial and robust ThreadX® RTOS and supporting middleware. Also, pre-
licensed and included in the Platform are two world-class IDEs: the professional Renesas IAR Embedded 
Workbench® for Renesas Synergy and the Eclipse-based Renesas e2 studio. Both IDEs, along with the SSP, 
elevate the software development process with high-level configuration and construction of the infrastructure 
upon which embedded applications can quickly be constructed.  
 
The Synergy Platform provides two MCU Groups that fit well with test, measurement, and production line 
equipment applications: the S7G2 and the S5D9. The S7G2 MCU Group fits well for integrated solutions that 
require HMI, comms, and control, while the S5D9 MCU Group is suitable for control and communication 
applications. Figure 9 shows a snapshot of some of the capabilities that are applicable for food services. Each 
provide a capacitive touch capability that excels in harsh conditions like water and frost. The capacitive touch can 
also be used to create metal buttons that won’t wear out over time, which makes it easier to clean when used in 
proximity detection or touchless applications.  
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s 

Figure 8 – A snapshot overview of the Renesas Synergy Platform HMI capabilities.  

 
The S7G2 and S5D9 also have extensive peripheral capabilities to meet connectivity challenges such as: 

• RS232/RS422/RS485 

• Ethernet 

• USB 

• CAN 

The Platform also supports many protocols and busses to connect to sensors and external wireless modules like 
Wi-Fi, Bluetooth®, LoRA, and cellular through interfaces like: 

• SPI 

• I2C 

• UART 
 

There is also support for an external memory interface to log onboard activities and perform remote debugging 
and maintenance through a SD card or eMMC. 
 
There are several ready-made application and product example kits with Synergy microcontrollers: 
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Figure 9: Renesas Synergy Platform Kits 

 
Like the Serious Integrated module approach, one of the major strengths of the Renesas Synergy Platform is the 
no-cost commercial and robust IDEs, software infrastructure, OS, middleware, and stacks. This reduces your 
time to market, reduces your sustaining engineering costs, and gives you access to fully supported software 
infrastructure out of the box. 

Conclusions 

The dramatic growth in the test, measurement, and production line equipment industries is challenging 
businesses to deliver a great operator experience, improved safety and security, and lower operating costs, while 
improving operational efficiency. As we have presented in this paper, these challenges can be addressed 
through three transformative technologies: HMI, communications, and controls. Design teams can evaluate the 
tradeoffs between three levels of technology ingredients -- modules, silicon and tools, and silicon and software – 
to access these transformative technologies to meet their design and business objectives, including flexibility, 
development cost, sustaining engineering cost, scalability, and product cost. The results will include optimized 
throughput, predictive downtime, improved operator safety, and reduced liability. 
 
The only decision to make now is the level of integration for transforming your next building automation and 
control industry equipment design. 

Additional Resources 
 

• Arrow transformative HMI technologies (http://bit.ly/arrow-hmi) 

• Serious Integrated (https://www.seriousintegrated.com/) 

• Renesas Industrial Solutions (https://www.renesas.com/us/en/solutions/industrial-automation.html) 

• Renesas RZ microprocessor family (http://bit.ly/renesas-rz) 

• Renesas Synergy microcontroller platform (http://bit.ly/renesas-synergy) 
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