
Trend Micro 

SOLUTION OVERVIEW
Trend Micro Vision One: See more, respond faster. 

A purpose-built, threat defense platform for Security Operations that goes beyond other XDR solutions. Vision One delivers a powerful range of advanced  
threat defense techniques optimized for environments like AWS, Microsoft, and Google, and central visibility for better, faster detection and response.

Network-based IPS and Advanced Threat Protection

Solution Point of entry 
identification

C&C connections 
detection

Lateral 
Movement 
detection

Analysis of  
known and 

unknown Threats

Inline 
Blocking

Obtain internal /
 external Feeds (IOCs/

Threat Intelligence)

Customized  
Sandbox  
Analysis

Sharing of  
Suspicious  

Objects

Connection  
via API

IPS/Virtual 
Patching

XDR 
Sensor

Deep Discovery Inspector ✔ ✔ ✔ ✔ ▲ ✔ ✔ ✔ ✔

Deep Discovery Analyzer ✔ ✔ ▲ ✔ ✔ ✔ ✔

TippingPoint TX-Series ✔ ✔ ✔ ✔ ✔ ✔ ▲ ✔ ✔

Security Suites & Solutions

Solution
Malware 

Protection
Web 

Reputation
Firewall

Machine  
Learning

URL 
Filter

Application 
Control

Endpoint
Encryption

Virtual 
Patching

Spam
Protection

Data Loss 
Prevention

Sandbox
Analysis

Device 
Control

Phishing
Protection

Mac
Protection

Mobile 
Security

Managed 
Service

XDR
Sensor

Worry-Free Standard ✔ ✔ ✔ ✔ ✔ ¡ ✔

Worry-Free Advanced ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ¡

Worry-Free Services ✔ ✔ ✔ ✔ ✔ ✔ ¡ ✔ ✔ ✔ ✔ ¡

Worry-Free Services Advanced ✔ ✔ ✔ ✔ ✔ ✔ ¡ ✔ ✔ ✔ ✔ ✔ ✔ ¡

Worry-Free Services with EDR add-On ✔ ✔ ✔ ✔ ✔ ✔ ¡ ✔ ✔ ✔ ✔ ¡ ✔

Worry-Free XDR ✔ ✔ ✔ ✔ ✔ ✔ ¡ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ¡ ✔

Co-Managed XDR for Endpoints ✔ ✔ ✔ ✔ ✔ ✔ ¡ ✔ ✔ ✔ ✔ ¡ ✔ ✔

Co-Managed XDR for Endpoints & E-Mail ✔ ✔ ✔ ✔ ✔ ✔ ¡ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ¡ ✔ ✔

Cloud App Security ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

Email Security Standard ✔ ✔ ✔ ✔ ✔ ✔

Email Security Advanced ✔ ✔ ✔ ✔ ✔ ✔ ✔

Web Security Standard ✔ ✔ ✔ ✔ ✔ ✔

Web Security Advanced ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

Cloud Edge ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

Security Suites

Solution Malware 
Protection

Web 
Reputation Firewall Machine 

Learning IDS/IPS Application 
Control

Data Loss 
Prevention

Sandbox
Analysis

Device 
Control

Endpoint
Encryption

Mobile 
Security

Plug-in for VDI 
environments

Mail 
Filter

Web 
Filter SaaS SaaS & on-

Prem (hybrid)
Apple macOS 

Agent
XDR

Sensor

Apex One on Premises ✔ ✔ ✔ ✔ ✔ ✔ ✔ ▲ ✔ ✔ ✔ ▲

Apex One as a Service Suite ✔ ✔ ✔ ✔ ✔ ✔ ✔ ▲ ✔ ✔ ✔ ▲

Apex One as a Service with XDR ✔ ✔ ✔ ✔ ✔ ✔ ✔ ▲ ✔ ✔ ✔ ✔

XDR for Users ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔/▲ ✔ ✔ ✔ ✔ ✔

Smart Protection for Endpoints ✔ ✔ ✔ ✔ ✔ ✔ ✔ ▲ ✔ ✔ ✔ ✔ ✔ ✔ ▲

Smart Protection Complete ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔/▲ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔/▲

Communication & Collaboration

Solution Malware 
Protection

Web 
Reputation

Spam 
Protection

Phishing
Protection

Data Loss 
Prevention

Social 
Engineering Attack 

Protection

Email 
Encryption

Sandbox
Analysis

Obtain 
Suspicious 

Objects

Business 
Email 

Compromise

Machine
Learning

Writing Style 
Analysis

Password
 protected 

file Analysis

XDR 
Sensor

Cloud App Security ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

Smart Protection for Office365 ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

Email Security Standard ✔ ✔ ✔ ✔ ✔ ✔ ▲ ✔ ✔

Email Security Advanced ✔ ✔ ✔ ✔ ✔ ✔ ✔ ▲ ✔ ✔ ▲ ✔

ScanMail for Microsoft Exchange ✔ ✔ ✔ ✔ ✔ ▲ ▲ ✔ ✔ ✔

ScanMail for IBM Domino ✔ ✔ ✔ ✔ ✔ ▲ ▲

InterScan Messaging Security Virtual Appliance ✔ ✔ ✔ ✔ ✔ ✔ ✔ ▲ ▲

PortalProtect for Microsoft SharePoint ✔ ✔ ✔ ✔

IM Security for Skype for Business ✔ ✔ ✔ ✔

Deep Discovery Email Inspector ATP only ✔ ✔ ✔
✔(▲ for 

virtual Appliance)
✔ ✔

Deep Discovery Email Inspector GW Module only ✔ ✔ ✔ ✔ ✔ ✔ ✔ ▲ ✔ ✔ ✔ ✔

Deep Discovery Email Inspector ATP & GW Module ✔ ✔ ✔ ✔ ✔ ✔ ✔
✔(▲ for 

virtual Appliance)
✔ ✔ ✔ ✔

Web Gateway

Solution Malware 
Protection

Web 
Reputation

URL 
Filter

Phishing
Protection

Data Loss  
Prevention

Application  
Control

SSL Inspection/
HTTPS 

Decryption

Sandbox
Analysis

Obtain 
Suspicious 

Objects

Machine 
Learning

Cloud Appli-
cation Access 

Control

Access Control 
to Sanctioned 

Apps

XDR 
Sensor

Web Security Standard ✔ ✔ ✔ ✔ ✔ ✔ ▲ ✔ ✔ ¡ ✔

Web Security Advanced ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

Mobile Security

Solution Malware 
Protection

Jailbreak 
Detection

Password  
Default

Selective 
Remote Wipe

Remote 
Locate/Lock

Application  
Control

Separation of  
private &  

commercial data

3rd Party 
MDM 

Integration
Encryption

Mobile Security ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔

Cloud & Data Center Security

Solution Malware 
Protection

Web
Reputation Firewall File Integrity

Monitoring
Log 

Inspection
Application  

Control
HIPS/ 
HIDS

VDI & 
Agentless 
Protection

Sandbox
Analysis

Obtain 
Suspicious 

Objects

SAP Scan  
Integration

XDR 
Sensor

Deep Security ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ▲ ▲ ▲ ▲

ServerProtect for Linux ✔

ServerProtect for Storage 
Dell/Hitachi/IBM/HP/Fujitsu/NetApp

✔

Cloud One - Cloud Security

Solution
Malware 

Protection
Web

Reputation Firewall File Integrity
Monitoring

Log 
Inspection

Application 
Control

Vulnerability 
Scan

Security as 
Code

Compliance- 
Check

Container
Image Scan

Cloud 
Storage

Cloud Network 
IDS/IPS

Application 
Security

SAP Scan 
Integration

XDR 
Sensor

Workload Security Essentials ✔ ✔ ▲ ✔

Workload Security Enterprise ✔ ✔ ✔ ✔ ✔ ✔ ✔ ▲ ✔

Container Image Security ✔ ✔ ✔ ✔

Application Security ✔ ✔ ✔

File Storage Security ✔ ✔

Conformity (CSPM) ✔

Open Source Security by Snyk ✔

Network Security ✔

Ecosystem 
Integration

Common 
Services

Global Threat Intelligence

Security for Hybrid Cloud

Security 
for Networks & 
IOT Protection

Security 
for Users

Apex Central
(optional) Smart Protection Complete

ScanMail Suite for Microsoft Exchange

ScanMail Suite for IBM Domino (Win / Linux)

PortalProtect for Microsoft SharePoint

IM Security for Microsoft Skype for Business

Server Protect for Storage (Dell, NetApp, Hitachi, ...) 

Server Protect for Multi Plattform File Server
Microsoft Windows / Novell NetWare / Linux

InterScan Messaging Security Virtual Appliance

Smart Protection for Endpoints Endpoint Encryption

Mobile Security – Full Version

XDR for Users  

Apex One on 
Premises Suite

Integrated Endpoint Sensor, on premise

Cloud App Security for M365, Box, Dropbox, G-Suite

XDR Add-On for Apex One as a Service

Sandbox as a Service Add-On for Apex One

Email Security Standard

Web Security Advanced Add-On for Smart Protection Complete

Web Security Advanced

Email Security Advanced Add-On for Smart Protection Complete

Smart Protection 
for Office 365  

Email Security Advanced

Cloud App Security for M365, Box, Dropbox, G-Suite

Worry-Free Services

Web Security Standard

Integrated Vulnerability Protection 

VDI Plug-in 

Apex One for Mac OS

Apex One

Integrated Data Loss Prevention

Integrated Endpoint Application Control

Apex Central

Apex One 
as a Service Suite

Integrated Vulnerability Protection as a Service

Integrated Endpoint Application Control as a Service

Integrated Data Loss Prevention as a Service

Apex Central as a Service 

Apex Central

Apex One as a Service

Apex One for Mac OS as a Service

ScanMail Suite for IBM Domino (AIX)   

Cloud App Security for SalesForce

Deep Discovery Email Inspector Gateway Module

Deep Discovery Email Inspector ATP & GW Module

Deep Discovery Email Inspector Advanced Threat ProtectionDeep Discovery Director
(optional) 

Email Encryption

LMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

AWS

AWS

AWS

XDR Endpoint & ServerXDR

XDR

XDR

XDR

LMPLMP

LMPLMP

AWS

LMP
LMPLMP

AWS

XDR Data Retention for Endpoint & ServerXDR AWS

Vision One

Feature / Solution

Threat Intelligence Automated sweeping 
(Threat campains)

IOCs reported 
by third party 

ressources

Custom Intelligence 
(STIX and CSV)

Custom Intelligence 
(STIX Shifter)

Custom Intelligence 
(TAXII Feeds)

XDR Automated risk analysis 
and alerting

Automated incident 
creation 

by groupng related 
alerts

Root Cause Analysis Cross Detection

Response (Quarantine and delete E-Mail, Block  
Sender, Isolate Endpoint, Terminate Process,  
Block. Files; URLs; IPs; Domains, Collect File,  

Remote Shell, Run Custom Scripts

Mitre ATT&CK 
Matrix Mapping

Third Party Integration Azure AD Azure AD (Mobile)
Check Point Open 

Platform for 
Security

Microsoft Endpoint Manager (Intune) Okta Palo Alto Panorama
ProxySG and  

Advanced 
Secure Gateway

QRadar
 (STIX-Shifter) Splunk API

Search (Hunting) Free keywork search Logical operations 
(AND, OR, NOT)

Save search query

Zero Trust Company risk overview Insight Cloud  
Application Usage

Risk level analysis based 
on recent activity (User 

and Device)

Integration with Azure AD, Splunk, Okta to get cloud 
apps being accessed and user or devies that generated 

most access records
Operating system vulnerability detection Risk and permission control 

based on high risk score

Apex One Mobile Security iOS and Android Role Base Access 
Control

Threat Prevention and 
Detection

Web Threat Protection and Detection Mobile Application Management Integration with MDM Advanced Risk 
Telemetry

OS Vulnerability 
Mapping

Apex Central
(optional)

Deep Discovery 
Director
(optional)

TXOne Stellar Mix

Deep Discovery Inspector VA + 
Sandbox as a Service

Sandbox as a Service Add-On for vDDI

Deep Discovery Analyzer

Portable Security Manager

Stellar One Manager

Vision One

TXOne StellarProtect

TXOne StellarEnforce (AV Edition)

TXOne StellarEnforce (Lockdown Edition)

OT Defense Console
(optional) 

EdgeIPS Pro

EdgeIPS

OT Defense Console 

EdgeFire

Portable Security 3 Lite

Portable Security 3 Standard

TippingPoint Security Management System

TippingPoint TX-Serie

TippingPoint Security Management System

TippingPoint vTPS

XDRXDR

Deep Discovery Inspector VAAWSXDR

Deep Discovery InspectorXDR

Key

Data Protection

Management Tool

Endpoint Security

Managed XDR Service

Communication & Collaboration

Hybrid Cloud & Data Center Security

Network Defense

Vision One Credits

Gateway Security

management tool        

solution name	

1

The dotted line encircles all solutions/suites that 
can be administrated via a centralised management 
console. 

The continuous line encircles all solutions that are 
part of a suite.

Solution name

1

2

3

2

3

suite name	

Services & Support

=   virtual appliance

=   hosted solution

=   hardware appliance

=   XDR included

=   solution is available on LMP *

=   aws solution / service can be  
     purchased via 

=   usb key

* solution suites and their names may differ    
  between standard Trend Micro pricelist and  
  Trend Micro LMP (Licensing Management Portal)

LMPLMP

AWSAWS

XDRXDR

✔    Included	
▲    Additional product/license required 	
¡    Limited features     

Trend MicroTrend Micro

small & 
medium 
business

Trend MicroTrend Micro  

services &  
support

Services & Support

24x7 Phone, Email 
and Support Portal 

case submission

Onboarding 
Service

Dedicated 
Service 

Manager

Regular 
Service 
reviews

Product updates 
and upgrades; 

threat intelligence  
updates

Access to 
on-demand 

training, knowled-
gebase and best 

practices

Health check  
monitoring and 
advice; upgrade 

assistance

Roadmap sessions 
and beta program 

invitations

Access to 
Cybersecurity and 

CISO experts

Early warning of high 
profile threat 

campaigns active in 
your environment

24x7 monitoring for 
threat alerts; 

on-demand Indicator 
of Compromise 
sweeping (IOC),  

Root Cause Analysis

Investigation & 
Response with 

proactive outreach; 
access to Managed 
XDR threat analysts

Full Incident Response  
service to investigate and 

help you recover from attack 
(also for assets under attack 

that are not protected 
by Trend Micro)

Service One Standard ✔ ✔ ✔

Service One Essentials Priority handling ✔ ✔ ✔ ✔ ✔ ✔
priority scheduling of paid service 

engagment for service

Service One Complete Priority handling ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔ ✔
guaranteed access with one yearly 

IR service engagement included

Premium Support Program (PSP) Priority handling ✔ ✔ ✔ ✔ ✔ ✔ ✔

Managed XDR Advanced ✔ ✔ ✔

Status August 2021.
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Industrial Endpoint Security

Solution

Malware Protection: 
pre-scan / on-demand  

scan / scheduled scan / 
realtime scan

Ransomware / 
Fileless Attack 

Prevention 
Quarantine Self- Protection Asset / Inventory 

Collection
Application  
Safelisting

USB Device  
Safelisting

Integrity  
Monitoring

Write  
Protection

Exploit  
Protection

IOC 
Integration OS Protection  

Mode

Management:  
Local / Remote / 

Central

Portable Security 3 Lite ✔/✔/-/- ✔ ✔           Windows, Linux Scan & Remediate ✔/-/-

Portable Security 3 Standard ✔/✔/-/- ✔ ✔
Computer  

Information, Windows 
Update, Applications

              ✔/✔/✔

TXOne StellarProtect ✔/✔/✔/✔ ✔/✔ ✔ ✔
✔ (just ICS  
application)

✔ (just ICS  
application)

✔ ✔ ✔ ✔ ✔ Windows 7 and higer Log Only & Enforce ✔/✔/✔

TXOne StellarEnforce AV Edition ✔/✔/✔/- -/✔ ✔ ✔   ✔ ✔ ✔ ✔ ✔ ✔
Windows XP SP1  

and higher Log Only & Enforce ✔/✔/✔

TXOne StellarEnforce Lockdown Edition ✔/-/-/- -/✔ ✔ ✔   ✔ ✔ ✔ ✔ ✔ ✔
Windows XP SP1  

and higher
Log Only & Enforce ✔/✔/✔

Industrial Network Security

Solution
Asset /  

Inventory  
Collection

Network Mode:  
Transparent /  

Router

Protection Mode:  
Monitor /  
Protect

Management:  
Local / Remote / 

Central

OT Protocol  
Filter

IT Protocol  
Filter

Virtual 
Patching Throughput Latency LAN 

Ports
WAN 
Ports

Other 
Ports Power

EdgeIPS Nodes, Versions,  
Communication ✔/- ✔/✔ ✔/✔/✔ ✔ ✔ ✔ 200Mbps+ <200 µs

2x 1000Mbps RJ-45
(Hardware Failover)

USB-Type C (Console), 1x 
USB 2.0 Dual 12/24/48 VDC

EdgeFire Nodes, Versions,  
Communication ✔/✔ ✔/✔ ✔/✔/✔ ✔ ✔ ✔ 200Mbps+ <200 µs

8x 1000Mbps 
RJ-45

2x 1000Mbps 
RJ-45/SFP

RJ-45 (Console), 
1x USB2.0 Dual 9/12/24/48 VDC

EdgeIPS Pro Nodes, Versions,  
Communication ✔/- ✔/✔ ✔/✔/✔ ✔ ✔ ✔ 10/20Gbps+ <200 µs

24/48/96x 
1000Mbps RJ-45  

(Hardware Failover)

10Gbps interface  
MGMT port, USB-Type C  

(Console), 1x USB 2.0

Redundant hot swap 
800W power supplies 

(1+1 AC)

ScanMail Suite for Microsoft Exchange

Worry-Free Services 
with EDR add-on

Remote Manager
(optional)

Worry-Free Standard

Email Security Standard

Worry-Free Services

Worry-Free Services Endpoint Detection & Response

Cloud App Security for M365, Box, Dropbox, G-Suite

Worry-Free Advanced

Worry-Free Services Advanced  Worry-Free XDR

Email Security Standard

Email Security Advanced

XDR Add-On for Cloud App Security

Cloud App Security for SalesForce

Web Security Standard

Web Security Advanced

Cloud Edge (MSP only)  LMP

XDR

XDR

LMPLMP
LMPLMP

LMPLMP

LMPLMP

LMPLMP

LMPLMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

LMP

Co-Managed Detection & Response Services

Worry-Free 
with Co- 
Managed 
XDR
(MSP only)

LMPXDR

Cloud One

Apex Central
(optional) Deep Security Manager

Deep Security Multi-Tenancy

Deep Security for SAP

Cloud One Application Security

XDR Endpoint & Server

XDR Data Retention for Endpoint & Server

XDR Data Retention for Cloud One Workload Security

Cloud One Conformity

Cloud One Container Security

Cloud One File Storage Security

Cloud One Open Source Security by Snyk

Cloud One Workload Security (Enterprise und Essential)

Deep Security System Security

Deep Security Malware Prevention

Deep Security Network Security

LMP

LMP

AWSAWS

AWSAWS

AWSAWS

AWSAWS

AWSAWS

AWSAWS

AWSAWS

AWSAWS

AWS

AWS

AWSAWS

XDR

XDR

LMPAWS

Deep Security 
Enterprise

Deep Security System Security

Deep Security Malware Prevention

Deep Security Network Security

LMP

LMP

LMP

Cloud One Application SecurityAWS

Cloud One ConformityAWS

Cloud One Container SecurityAWS

Cloud One File Storage SecurityAWS

Cloud One Network Security powered by TippingPointAWS

Cloud One Open Source Security by SnykAWS

SAP Scanner for Cloud One Workload Security

Cloud One Workload Security (Enterprise und Essential)AWS

XDR Data Retention for Cloud One Workload SecurityAWS

AWS

XDR

XDR

Vision One

Business Success Portal

Managed XDR for MessagingProfessional ServicesAWS

Service One Essentials AWS

Service One StandardAWS

Premium Support ProgramAWS

Service One CompleteAWS

Managed XDR for UsersManaged XDR for EndpointsAWSXDR

Managed XDR for NetworksManaged XDR for MessagingAWSXDR

Managed XDR for Cloud WorkloadsManaged XDR for UsersAWSXDR

Managed XDR for NetworksAWSXDR

Managed XDR for Cloud WorkloadsAWSXDR

XDR for Endpoints = XDR Endpoint Sensor

XDR for Email = Cloud App Security

XDR for Server = XDR Endpoint Sensor

XDR for Network = Virtual Deep Discovery Inspector

Apex One Mobile Security 

Vision One Credits can be used for

XDR

XDR

XDR

XDR

XDR


