Trend Micro

SOLUTION OVERVIEW

Trend Micro Vision One: See more, respond faster.

A purpose-built, threat defense platform for Security Operations that goes beyond other XDR solutions. Vision One delivers a powerful range of advanced
threat defense techniques optimized for environments like AWS, Microsoft, and Google, and central visibility for better, faster detection and response.
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Threat Intelligence

Automated sweeping
(Threat campains)

I0Cs reported
by third party
ressources

Custom Intelligence

(STIX and CSV)

Custom Intelligence
(STIX Shifter)

Custom Intelligence
(TAXII Feeds)

Automated incident

Response (Quarantine and delete E-Mail, Block

XDR Automated risk analysis creation Root Cause Analysis Cross Detection Sender, Isolate Endpoint, Terminate Process, Mitre ATT&CK
and alerting by groupng related ¥ Block. Files; URLs; IPs; Domains, Collect File, Matrix Mapping
alerts Remote Shell, Run Custom Scripts
Check Point Open ProxySG and ORadar
Third Party Integration Azure AD Azure AD (Mobile) Platform for Microsoft Endpoint Manager (Intune) Okta Palo Alto Panorama Advanced Splunk API

Security

Secure Gateway

(STIX-Shifter)

Search (Hunting)

Free keywork search

Logical operations
(AND, OR, NOT)

Save search query

Zero Trust

Company risk overview

Insight Cloud
Application Usage

Risk level analysis based
on recent activity (User

and Device)

Integration with Azure AD, Splunk, Okta to get cloud
apps being accessed and user or devies that generated
most access records

Operating system vulnerability detection

Risk and permission control
based on high risk score

Apex One Mobile Security

i0S and Android

Role Base Access
Control

Threat Prevention and

Detection

Web Threat Protection and Detection

Mobile Application Management

Integration with MDM

Advanced Risk
Telemetry

OS Vulnerability
Mapping

XDR XDR for Endpoints = XDR Endpoint Sensor

XDR XDR for Email = Cloud App Security

XDR XDR for Server = XDR Endpoint Sensor
XDR XDR for Network = Virtual Deep Discovery Inspector
XDR Apex One Mobile Security
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Services & Support

24x7 monitoring for

Full Incident Response

. . Product updates ATEESS 1D Health check . Early warning of high threat alerts; Investigatioq . service to investigate and
24x7 Phone, Email . Dedicated Reqular - on-demand L Roadmap sessions Access to - ! Response with
Onboarding . . and upgrades; . monitoring and . profile threat on-demand Indicator - . help you recover from attack
and Support Portal . Service Service - . training, knowled- . and beta program Cybersecurity and . S . proactive outreach;
L Service . threat intelligence advice; upgrade R campaigns active in of Compromise (also for assets under attack
case submission Manager reviews gebase and best . invitations CISO experts : . access to Managed
updates . assistance your environment sweeping (10C), that are not protected
practices . XDR threat analysts .
Root Cause Analysis by Trend Micro)
Service One Standard v v
. . . priority scheduling of paid service
Service One Essentials Priority handling v v v v v engagment for service
. guaranteed access with one yearly
Service One Complete Priority handling 4 4 (4 (4 v IR service engagement included
Premium Support Program (PSP) Priority handling v
Managed XDR Advanced v 4 v

Business Success Portal

Service One Standard
Service One Essentials
Service One Complete

Premium Support Program

Professional Services

Vision One

AWS  Managed XDR for Endpoints
AWS  Managed XDR for Messaging

AWS  Managed XDR for Users
AWS  Managed XDR for Networks
AWS  Managed XDR for Cloud Workloads
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