
Two legendary security brands—Symantec and Carbon Black—have combined to form the 
new Broadcom Enterprise Security Group. The Symantec portfolio, with some of the most 
powerful security technology and research in the world, concentrates on data and threat 
protection. Carbon Black’s complementary portfolio specializes in both endpoint detection and 
response (EDR) and application control—two product categories Carbon Black pioneered.

NEW CAPABILITIES AND SHARED EXPERTISE

WHAT CUSTOMERS GAIN

More control.
Carbon Black now offers greater visibility and control to 
customers and partners, powered by network and data 
telemetry from the Symantec portfolio.

Ongoing innovation.
Broadcom’s financial stability empowers Symantec and  
Carbon Black portfolios to innovate at a massive scale.

Continued service support.
Carbon Black customers will continue to receive world-class 
service, but now with more dedicated resources and focused 
support than ever before.

Longer life for existing solutions.
Significant investments in R&D improve and extend the life of 
products on-prem and across hybrid cloud environments.

Complementary technologies.
More choices help make defenders better equipped to protect 
their infrastructures.

The Broadcom Enterprise 
Security Group offers one of 
the broadest security portfolios 
available today—and is backed 
by one of the largest civilian 
threat intelligence networks 
on the planet. Symantec and 
Carbon Black are united in 
their mission to help secure 
the world’s most targeted 
enterprises—a focus that 
benefits every customer, large 
or small.

MORE DEPTH:  
STRONGER SECURITY 
FOR YOUR ENTERPRISE

BETTER 
TOGETHER
SYMANTEC AND 
CARBON BLACK
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We’ll help you meet 
compliance and other 
regulatory mandates, secure 
sensitive data in the era of 
remote work, and extend 
zero trust protections to 
every asset and application. 
All these capabilities can 
help you solve your most 
critical use cases:

Symantec serves 13 of the 
world’s 15 largest banks and 
is known for its mastery of 
cybersecurity defenses for 
financial services. Carbon 
Black’s broad presence in 
government, healthcare and 
energy extends Broadcom’s 
domain expertise in those 
markets.
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MORE SOLUTIONS: 
FOR YOUR MOST 
PRESSING USE CASES 

MORE BREADTH:  
TRUSTED BY 
THE WORLD’S 
MOST TARGETED 
ORGANIZATIONS

Shrink your attack surface. 
The Symantec Global Intelligence Network helps you identify threats across multiple 
control points to stop sophisticated attacks.

Shut down novel and evolving threats. 
Defend against novel assaults and zero days with Symantec protection engines, which 
employs artificial intelligence (AI), machine learning (ML) and behavioral analytics to 
detect suspicious behavior and alert security teams. 

Stop malware and ransomware. 
Endpoint security solutions from Symantec and Carbon Black help detect infiltration 
attempts before they lead to costly exploits.

Unify visibility across endpoints, networks, workloads and users. 
Carbon Black’s advanced EDR offerings give you widespread visibility into every corner 
of your environment.

Cut dwell time.  
Faster is better when detecting and responding to a breach or attacker. Find and stop 
them with Carbon Black EDR solutions.

Protect users everywhere they go.  
Symantec secure web gateway (SWG) acts as a proxy between users and the internet to 
identify malicious websites and payloads and to control access to sensitive content. 

Minimize alert fatigue.  
Rely on Carbon Black’s EDR solutions to analyze contextual data and quality detections 
so you focus only on the alerts worthy of your time. 

Prevent impacts to your high-value data.  
Symantec’s leading DLP solutions help you discover sensitive data, monitor its use and 
protect it wherever it goes. 

Prevent lateral movement.  
Carbon Black EDR helps you detect and respond to evasive threats to keep attackers 
from moving (and hiding) throughout your environment. 

Implement a default/deny security posture.  
Application control solutions from both Symantec and Carbon Black further shrink your 
attack surface by protecting critical assets that traditional protections may overlook.

Hunt threats proactively.  
Carbon Black’s threat hunting solutions give you the tools and intel you need to sniff out 
and contain attackers. 

TAP INTO TWO 
POWERHOUSE PORTFOLIOS
Discover what Symantec and Carbon Black can do for your organization. 
Schedule a demo with an authorized Symantec and Carbon Black reseller today. 


